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Abstract

In today's Internet world, group communications have become very crucial for several applications. It is essential to

maintain confidentiality during communication hence it is very important to efficiently and securely distribute the

common keys to the group members and target group members for encrypting and decrypting the message. This

paper proposes an access control polynomial based on Chinese remainder theorem (CRT) for group key distribution

(ACPGKD). Also proposes an authentication protocol for dynamic members to join or leave the group using the

polynomial to keep backward and forward secrecy in inter-group and intra-group communications. It has been shown

that the proposed work is secure and computationally efficient. © 2022, Springer Nature Switzerland AG.
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